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(57) Les systemes radio mobiles peuvent causer du 
brouillage nuisible a d'autres equipements electron! ques. 
Cc brouillage peut etre dangereux et meme presenter une 
menace pour la vie dans les hopitaux et les avions. Le 
brouillage de systemes electroniques de freinage 
d^automobile, de declencheurs de sacs gonflables ou de 
commandes de systemes de trains, sont des exemples de 
dornaines ou il faut empecher le brouillage proven ant de 
systemes radio aim de proteger les conducteurs de 
vehicules et les passagers. Le systeme de la presente 
invention permet d'exploiter des systemes radio mobiles, 
p. ex. telephones cellulaires, en toute securite dans des 



(57) A problem with mobile radio systems is the 
potentially harmful interference they may cause to other 
electronic equipment. Such interference can be 
dangerous and even life -threatening in hospitals and 
aircraft. Interference to automobile electronic braking 
systems, air bag actuators, or train system controls are 
examples of other areas where radio system interference 
must be prevented to preserve the safety of operators and 
passengers. The present invention provides a system 
whereby mobile radios, e.g. cellular phones, can be 
operated safely in regions where interference could 
cause serious problems or can be prevented from 
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regions ou le brouillage pourrait causer de graves 
problemes, ou d'en empecher l'exploitation. Les 
systemes radio mobiles, dotes d'un mode de 
fonctionnement a faible puissance, re9oivent sur leurs 
voies de signalisation la commande de fonctionner a 
faible puissance lorsqu'ils se trouvent a portee d'un 
signal de faible puissance provenant d'une station de 
base dans une region protegee. Dans certaines regions ou 
il sera it preferable que le systeme radio mobile ne 
fonctionne pas, meme a de faibles puissances, la station 
de base peut lui transmettre un signal d 'interdiction 
d 'emission dans la region concernee. 



operating. The mobile radios are provided with a low 
power mode of operation and are commanded, via their 
signalling channels, to operate in the low power mode 
when within range of a low power signal from a base 
station within a protected area In some areas where it 
may be undesirable for the mobile radio to operate, even 
at low power levels, the base station may broadcast an 
inhibiting signal which will instruct the mobile radio not 
to operate its transmitter while in the area. 
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ABSTRACT 

A problem with mobile radio systems is the 
potentially harmful interference they may cause to other 
electronic equipment. Such interference can be dangerous and 
even life- threatening in hospitals and aircraft. Interference 
to automobile electronic braking systems, air bag actuators, or 
train system controls are examples of other areas where radio 
system interference must be prevented to preserve the safety of 
operators and passengers. The present invention provides a 
system whereby mobile radios, e.g. cellular phones, can be 
operated safely in regions where interference could cause 
serious problems or can be prevented from operating. The 
mobile radios are provided with a low power mode of operation 
and are commanded, via their signalling channels, to operate in 
the low power mode when within range of a low power signal from 
a base station within a protected area. In some areas where it 
may be undesirable for the mobile radio to operate, even at low 
power levels, the base station may broadcast an inhibiting 
signal which will instruct the mobile radio not to operate its 
transmitter while in the area. 
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METHOD TO PROTECT AGAINST INTERFERENCE FROM MOBILE RADIOS 
ftACKHROU NP TTTC INVENTION 

A significant problem with mobile radio systems is 
the potentially harmful interference they may cause to other 
electronic equipment. As the use of mobile radios becomes more 
widespread, the occurrence of this interference will become 
more frequent . The problem is usually caused by the close 
proximity of the mobile radio transmitter to another piece of 
electronic equipment and the sensitivity of that equipment to 
extraneous signals . 

There are two places where this problem is 
particularly dangerous, and perhaps life -threatening . These 
are in hospitals and in aircraft- As electronic control 
systems pervade other environments, however, the areas of 
danger will increase. Interference to automobile electronic 
braking systems, air bag actuators, or train system controls 
are examples of the areas where radio interference must be 
prevented to preserve the safety of operators and passengers. 

Presently, the method used to prevent interference of 
this sort is simply to prohibit the use of mobile radios in 
sensitive areas. Passengers on aircraft are routinely told not 
to use their cellular phones. Doctors and staff are routinely 
told not to bring their cellular phones into some areas of the 
hospital . Unfortunately not everyone understands the danger 
and some operate their phones anyway. Some people use their 
cellular phones in aircraft, even some radio engineers who have 
said that because they know the aircraft radio frequencies are 
not the same as the cellular phone frequencies, there can be no 
interference and thus they are justified in using their mobile 
phone. They do not understand that interference between 
electronic systems may occur even when the systems operate in 
separate bands. Few people understand that even if they are 
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not talking on the phone, if the phone is in "standby" mode, it 
may be still active and occasionally transmitting on the 
signalling channels and thus still a potential source of 
interference. As more and more people carry and use mobile 
phones, there will be more and more operation in areas where 
they are nominally prohibited. 

As mobile radio systems are increasingly used for 
data communications, either through mobile radio systems or 
separate radio data services > many people will be operating 
these systems in prohibited areas not realizing that the 
warning not to operate their cellular phone also applies to 
their mobile radio fax modem or a data service. Many lap top 
computers with radio modems are operated on aircraft and there 
is a potential that these will be operated and interfere with 
the aircraft equipment. 

CTTMMRttY TH^ TTMVRNTION 

Because it is impossible to prevent people operating 
their cellular phones (mobile radios) in sensitive areas, the 
present invention provides an arrangement whereby they can be 
operated safely in these areas, or the mobile radio can be 
signalled that it must not operate. 

An effective means to limit the possibility of 
interference is to reduce the mobile^ radio transmit power. 
Several of the radio standards do provide low power modes of 
operation. If the mobile radio is commanded, via the 
signalling channels, to operate in the low power modes, their 
operation may be safe in some areas. Further,- the signalling 
channels may also be used to broadcast (at low power) a message 
to the mobile handset which prohibits the handset from 
operation in areas where no level of mobile emissions can be 
tolerated. Thus the combination of low power operation and 
appropriate signalling commands can provide a means to protect 
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sensitive areas from mobile radio interference. 

The present invention operates in the following way: 

(a) A base station with coverage in the sensitive area is 
installed and operated at a power level such as to be below the 
level of susceptibility of the sensitive equipment in the area. 

(b) The base station providing coverage in the sensitive 
area sends signalling messages, using the signalling mechanisms 
in the air interface standard, instructing the mobile radios to 
operate in low power mode when they are within range. The low 
power level for the area is selected to be below the level of 
susceptibility for the sensitive equipment in the area. 

(c) The mobile radio operation is controlled such that, 
before it makes any transmissions, it receives and interprets 
the local signalling channels and if any channel is 
broadcasting a "low power" command, it only responds to that 
signalling station and in low power mode. (This is required to 
prevent areas of overlapping coverage allowing a mobile to 
operate at high power in a sensitive area. The installation of 
the cell sites should be such that overlaps are minimized.) 

(d) In some, sensitive areas where it may be undesirable 
for the mobile equipment to operate, even at low power levels, 
the base station may broadcast an inhibiting signal which will 
instruct the mobile never to operate its transmitter. This 
inhibiting process may happen in three ways. In one case, 
where low levels of radio signals are possible, the base 
station may transmit a continuous inhibiting signal. In the 
second case, such as on an aircraft where the base station may 
operate while the aircraft is on the ground, but it may not be 
possible to operate the base station while in the air, the 
inhibit signal should deactivate all the mobiles in the area, 
and these mobiles should remain inactive until they receive an 
enabling signal from the same base station after the aircraft 
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has landed and safe operation is possible again. In the third 
case, one or more base stations may be arranged in a protective 
ring around the sensitive region where all transmissions are 
prohibited. All mobiles passing through this ring would be 
signalled to inhibit their operation until they receive a 
corresponding enabling signal when they pass out of the 
sensitive area. To provide this on/off capability, two rings 
of coverage with the signalling could be used, one outer ring 
would provide an enabling signal to mobiles passing outwards, 
and the inner ring would disable mobiles passing inwards. 

With this combination of low power operation and 
control by signalling messages the possibility of interference 
to equipment sensitive areas may be minimized. 
SUSCEPTIBILITY LEVEL 

The interference is usually simply related to the 
radiated power of the radio transmitter and the proximity to 
the sensitive equipment. For some systems, voluntary 
susceptibility standards are defined. For medical equipment, 
for example, this is nominally 3 volts per meter. This 
susceptibility level may be used to define the safe mobile 
radio power limit in proximity to the sensitive equipment, 
the CT2 1 equipment (operating at 864 MHz) , for example, the 
nominal operating power is +10 mW with a low power mode 16 dB 
below that. The minimum safe separation distance from the CT2 
mobile radio and the sensitive electronic equipment may thus be 
calculated as approximately: 

standard power low power 

susceptibility level -4 dBm -4 ^Bm 

tx power 10 dBm -6 dBm (low) 

• o 2 dB 

antenna gam 2 dB ' 

. . ^ 17 m .028 m 

separation • x ' m 

The use of the low power mode thus reduces the 



For 



i ETSI Standard 300-131ITIA Standard-661 
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separation distance between the mobile radio and the equipment 
from about 0.17 metre to about 0.028 metres (about an inch). 
Thus the CT2 radio, in the low power mode, would need to be on 
top of the sensitive equipment to begin to approach the 
susceptibility limit. It has been observed that Nortel 
(trademark) CT2 and similar radio systems operate in the low 
power mode a significant proportion of the time (about 40%) . A 
similar low power level may be defined for other radio 
standards. The AMPS 2 , DECT 3 and the . CDMA4 4 standards already 
include controlled power levels for the mobile handsets. If 
the low power modes of operation for the handsets can be 
assured through signalling mechanisms, safe operation may be 
possible in otherwise prohibited regions . 



asked how and if it is safe to operate them in sensitive areas. 
By means of the present invention to assure the low power 
operation through signalling messages, radio systems in 
sensitive areas can be provided. The signalling protocols of 
the relative standard (s) would need to be extended to assure 
the guaranteed low power operation. 



prohibited in hospitals and aircraft. If an extension of the 
standards is made to provide the assured low power operation, 
then the equipment may be used in more areas and without the 
danger of inadvertent interference because someone forgot or 
ignored a request to turn off the radio equipment. 

According to a broad aspect of the invention . there is 
provided a method for causing mobile radio equipment having a 



Manufacturers of mobile radio products are often 



The use of mobile radios is widespread, but they are 
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transmitter and a receiver to transmit only at a low power 
level when within a protected zone which may contain equipment 
subject to interference from radio transmissions within said 
zone, said method comprising providing at least one protection 
base station within said protected zone which transmits command 
signals, at a power level below a level which would interfere 
with said equipment, that radio transmitters are to be at a low 
power level, and providing said mobile radio equipment with 
means for receiving said command signals and means responsive 
to said received command signals for causing the transmitter of 
said mobile radio equipment to transmit at a low power level. 

According to another broad aspect of the invention 
there is provided a method for causing mobile radio equipment 
having a transmitter and a receiver to not transmit when within 
a full protected zone which may contain equipment subject to 
interference from radio transmission, said method comprising 
providing a command zone surrounding said full protected zone 
and a clear zone surrounding said command zone, generating 
command signals in said command zone to inhibit said mobile 
radio equipment from transmitting radio signals, whereby if 
said mobile radio equipment enters said command zone from said 
clear zone it is inhibited from transmitting radio signals 
until it leaves said command zone and enters said clear zone, 
whereas it is still inhibited from transmitting radio signals 
if it moves from said command zone and enters said full 

protected zone. 

According to another broad aspect of the invention 
Mere is provided mobile radio equipment having a transmitter 
and a receiver, said transmitter having means, responsive to 
control signals received by said receiver, to transmit only at 

a low power level . 

According to another broad aspect of the invention 
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there is provided a radio communication system comprising a 
plurality of base stations and mobile stations, at least one of 
said base stations having means to transmit command signals 
within an area that said mobile stations are to transmit only 
at a low power level, said mobile stations having means 
responsive to said command signals to cause them to transmit 
only at a low power level. 
BRIEF DE SCRIPTION OF THE DRAWINGS 

Figure 1 is a diagram illustrating coverage areas of 
two base stations and of a "protection" base station, as well 
as of a mobile station . 

Figure 2 shows a protected zone within a main base 
station zone, as well as a mobile station at a minimum safe 
separation distance from a piece of electronic equipment which 
is susceptible to radio interference. 

Figure 3 is a block diagram of parts of a mobile 
station according to the invention which enables it to be 
switched to a low power mode. 

Figure 4 illustrates a low power zone within a clear 

zone . 

Figure 5 shows a full protected zone within a command 
zone which, in turn, is within a clear zone. 

Figure 6 is a flow chart of the operation of the 
system according to the invention . 
DESCRIPTION OF THE PREF ERRED EMBODIMENTS 

Referring to Figure 1, a mobile station MS is shown 
within an area 10 which is assumed to contain interference 
sensitive equipment, e.g. an aeroplane. The protected area 10 
is within the coverage area 12 of "protection" base station BSp 
and also within the coverage areas 14, 15 of base stations BS 1 
and BS2 • The mobile station MS communicates via base stations 
with the mobile communications network 18 and signalling 
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control process over communications links. It also can receive 
commands, via its signalling channels, to operate in a low 
power mode so that its operation may be safe in some areas. 
The signalling channels may also be used to broadcast, at low 
power, a message to the mobile station MS which prohibits it 
from operation in areas where no level of mobile emissions may 

be tolerated. 

Referring to Figure 2, a mobile station MS is shown 
within the coverage area 20 of "protection" base station BSp 
and at a minimum safe separation distance D from susceptible 
electronic equipment 22. Low power signals from protection 
base station BSp cause the mobile station MS to operate in a 
low power mode. In the low power mode it can communicate with 
main base station BS 1 or BSp within coverage area 23. 

Figure 3 is a block diagram of parts of a mobile 
station involved in implementing low power operation according 
to the present invention. A signal from a protection base 
station to operate in low power mode is detected by the 
receiver portion Rx of the mobile station MS and decoded by 
signalling decoder 30. An interference control process 32, in 
response to an output from signalling decoder 30, switches the 
MS transmitter power control switch 34 from "normal" to "low 
power" so that transmitter Tx then transmits in the low power 
mode. The exclusion flag 36 and zone flag 33 are used by the 
interference control process as a means to remember the power 
condition of the mobile transmitter (as described later in Fig 
6) . 

i Ins ide a fully protected zone, the interference 

control process 3 2 responds to an appropriate signal received 
by receiver Rx and decoded by signalling decoder 30 by 
switching the mobile station power control switch 34 to the 
disabled position so that the transmitter Tx ceases to 



CA 02246518 1998-09-04 



-9- 

transmit . 

Referring to Figure 4, there is shown a low power 
zone 4 0 within a clear zone 42. In the low power zone, only 
reduced power transmissions by the mobile station are allowed. 
The low power zone is defined by a region in which command 
signals from the protective base station (not shown) can be 
received by the mobile station. The low power zone may be, for 
example, an aircraft with a small local base station acting as 
the source of the command signals and the means for 
communication with the mobile network. The mobile station, as 
it moves from the clear zone 42 into the low power zone 4 0 is 
instructed by the interference control process in the mobile 
station to operate its transmitter in a low power mode. The 
mobile station, as it moves from the low power zone into the 
clear zone, is instructed by the interference control process 
in the mobile station to operate its transmitter in the normal 
mode - 

Figure 5 illustrates a Full Protected Zone 50 within 
a Command Zone 51 which, in turn, is within a clear zone 53. 
In the Full Protected Zone, no transmissions by a mobile 
station (not shown) are allowed. The Full Protected Zone is 
defined by a region in which neither the base station BS nor 
the protection base station BSp can be received by the mobile 
station. The full protected zone may, for example, be a 
shielded room inside the coverage areas of the base station BS 
and protection base station BSp . The mobile station in 
response to signalling from BS and BSL, as it moves from the 
Clear Zone 53, through the Command Zone 51 into the protected 
zone 50 is instructed by the interference control process in 
the mobile station to disable its transmitter. The mobile 
station, as it moves out of the protected zone 50, through the 
Command Zone 51 into the Clear Zone 53 is instructed by the 
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interference control process in the mobile station to enable 

its transmitter. 

Figure 6 is a flow chart which details operation of 
the interference control process in various possible 
situations . 

Referring to Figure 6, block 60 represents the start 
of operation or "power up" of a mobile station MS. After power 
up of the mobile station MS, the interference control process, 
at step 61, disables the MS transmitter, sets an exclusion flag 
CLEAR and sets a zone flag IN. The process then causes, step 
62, the MS to decode signalling from all base stations BS and 
BSp it can receive and look for interference power control 
commands . 

The four boxes 63, 75, 80 and 85 in Fig. 6 represent 
the four possible combinations of the states of the exclusion 
flag and zone flag, which are as follows: 
py^» ajo " flaq Zone flaq 

CLEAR OUT 

OFF OUT 

OFF IN 
CLEAR IN 

The states of the flags represent possible conditions 

when signalling is received by the MS, i.e. whether the MS is 

in the clear, moving into, moving out of, or inside the 

protected zone. The signalling received (or lack of signal 

received) then cause the control process to alter the state of 

the flags or the transmitter power level if needed. 

If the MS is in a clear zone, step 63, the zone flag 

is in the 'OUT' state and the exclusion flag is in the 'CLEAR- 

state. If the MS only receives signals from ordinary base 

stations BS, the process, step 64, enables the MS transmitter 

for normal power level. The MS continues to monitor, step 65, 

for BS or BSp {protection base station) command signalling. 

If, at step 63, the MS receives no signals from BS or 
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BSp, the MS transmitter is disabled and the zone flag is set to 
IN, step 70, after which the MS continues monitoring for BS or 
BSp command signalling, step 65. 

If, at step 63, the MS receives a BSp command 
indicating a full protected zone, the MS transmitter is 
disabled and the exclusion flag set to OFF, step 71, followed 
again by step 6 5 (monitoring for BS and BSp command 
signalling) . If the MS receives at step 63 a BSp command 
indicating a low power zone, the MS transmitter is set to the 
commanded power level (low) and the exclusion flag is set to 
OFF, step 72. Step 72 is followed by monitoring, step 65. 

If, at step 62, the MS is inside a low power zone or 
a full protected zone, the exclusion flag is in the OFF state 
and the zone flag is in the OUT state, step 75. If the MS then 
receives nothing, the process disables the MS transmitter and 
sets the zone flag to IN, step 76. The MS then monitors for BS 
or BSp command signalling, step 65. 

If, after step 75, the MS receives only signals from 
base station BS , the exclusion flag is set to CLEAR, step 77 
and the MS continues monitoring, step 65. 

If, after step 75, the MS receives a command from a 
base station BSp for a full protected zone, the MS simply 
continues monitoring for BS or BSp command signalling, step 65. 
On the other hand, if the command is for a low power zone, the 
MS transmitter is set to the commanded power level, step 78, 
after which it resumes monitoring, step 65. 

If, at step 62, the MS is inside a full protected 
zone, the exclusion flag is in the OFF state and the zone flag 
is in the IN state, step 80. If the MS then receives nothing, 
it continues monitoring, step 65. If it receives a command 
from BSp, the zone flag is set to OUT, step 81, and the MS 
resumes monitoring, step 65. If the MS receives only signals 



CA 02246S18 1998-09-04 



■12 



from base station BS, the zone flag is set to OUT, step 82, and 
the MS resumes monitoring, step 65. 

Upon power up of the MS, or if it experiences signal 
loss, step 85, the exclusion flag will be in the CLEAR state 
and the zone flag in the IN state. If the MS then receives 
nothing, it continues monitoring, step 65. If it receives 
commands from base station BSp indicating a protected zone, the 
exclusion flag is set to OFF and the zone flag is set to OUT, 
step 86, after which monitoring is resumed, step 65. If the MS 
receives only signals from BS, the zone flag is set to out, 
step 87, and monitoring resumed, step 65. 
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THE EMBODIMENTS OP THE INVENTION IN WHICH AN EXCLUSIVE PROPERTY 
OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS; 

1. A method for causing mobile radio equipment having a 

transmitter and a receiver to transmit only at a low power 
level when within a protected zone which may contain equipment 
subject to interference from radio transmissions within said 
zone, said method comprising providing at least one protection 
base station within said protected zone which transmits command 
signals, at a power level below a level which would interfere 
with said equipment, that radio transmitters are to be at a low 
power level, and providing said radio equipment with means for 
receiving said command signals and means responsive to said 
received command signals for causing the transmitter of said 
radio equipment to transmit at a low power level. 

2 . A method as claimed in claim 1 wherein said low power 

level is zero , sc that transmitters within said zone are 
inhibited from transmitting radio signals. 

3 . A method as claimed in claim 1 or 2 wherein said 
transmitter is permitted to transmit at normal power when it 
leaves said protected zone. 

4 . A method for causing mobile radio equipment having a 
transmitter and a receiver to not transmit when within .a full 
protected zone which may contain equipment subject to 
interference from radio transmission, said method comprising 
providing a command zone surrounding said full protected zone 
and a clear zone surrounding said command zone, generating 
command signals in said command zone to inhibit said mobile 
radio equipment from transmitting radio signals, whereby if 
said mobile radio equipment enters said command zone from said 
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clear zone it is inhibited from transmitting radio signals 
until it leaves said command zone and enters said clear zone, 
whereas it is still inhibited from transmitting radio signals 
if it moves from said command zone and enters said full 
protected zone . 

5 A radio communication system comprising a plurality 
of base stations and mobile stations, at least one of said base 
stations having means to transmit command signals within an 
area that said mobile stations are to transmit only at a low 
power level, said mobile stations having means responsive to 
said command signals to cause them to transmit only at a low 
power level in said area. 

6 A system as claimed in claim 5 wherein said at least 
one of said base stations has means to transmit an inhibit 
signal within an area in which said mobile stations are not to 
transmit at all, and wherein said mobile stations have means 
responsive to said inhibit signal to cause them to not transmit 
at all . 

7 A radio communication system comprising a plurality 
of base stations and at least one mobile station, at least one 
of said base stations having means to transmit command signals 
within a low power zone that a mobile station in said zone is 
to transmit only at a low power level. 

8 A system as claimed in claim 7 comprising means to 
allow a mobile station to transmit at a high power level upon 
leaving said low power zone. 



9. 



A radio communication system comprising a plurality 
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of base stations and at least one mobile station, each having a 
transmitter and receiver, one of said base stations having a 
coverage area defining a command zone surrounding a fully 
protected zone ir. which no transmission is allowed, said one of 
said base stations transmitting command signals to cause mobile 
stations entering said command zone to disable their 
transmitters . 

10. A radio communication system as claimed in claim 9 

wherein said mobile stations include means to enable their 
transmitters upon leaving said command zone. 
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MS Start (po wer up) 60 

r 

Disabled MS Transmitter. Set Exclusion Flag CLEAR. 
Zone Flag IN M 



T 



MS Decodes Signaling From All BS end BSp it can Receive 
And Looks for Interference Power Control Commands J>2 



Continue Monitoring BS or 
BSp Command Signaling 65 



Receive BS Only 



Enable MS Transmitter for Normal 
Power Level. 64 



Exclusion Flag CLEAR 
Zone Flag OUT 63 



— Receive Nothing 



Disable MS Transmitter. 
Set Zone Flag IN. 



70 



(In Clear Zone) Receive BSp 



Receive BSp 



Exclusion Flag OFF 
Zone Flag OUT 



75 



Command for Full 
Protected Zone 

Command for Low 
Power Zone 

Command for Full - 
Protected Zone 

Command for Low 
Power Zone 



Receive Nothing 



Disable MS Transmitter. 

Set Exclusion Flag OFF. 71 



Set MS Transmitter to Command 
Power Level. 
Set Exclusion Flag OFF. , 72 



Set MS Transmitter to 
Commanded Power Level. 



78 



Disable MS Transmitter. 
Set Zone Flag IN. 



76 



(Inside command or low 
power zone) 



Receive BS Only Set Exclusion Flag CLEAR. 77 



Exclusion Flag OFF 
Zone Flag IN 80 



Receive Nothing 



— Receive BSp 



Set Zone Flag OUT. 
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(Inside full protected zone) 



Receive BS Only-*- Set Zone Flag OUT. 
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Exclusion Flag CLEAR 
Zone Flag IN 85 



Receive Nothing 
Receive BSp 



Set Exclusion Flag OFF 
Set Zone Flag OUT. 
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(Power up or signal loss) 



Receive BS Only-** Set Zone Flag OUT. 
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FIG. 6 



